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Strategic Risks 

Risk Title 
..... 

Strategic - Community 
Consultation and 
Engagement 

Strategic - Corporate 
Resilience 

Risk Description 

Failure to properly consult customers in line 

with legislative and regulatory 

requirements (as appropriate to relevant 

service areas). Failure to involve 

communities when planning services. 

Failure to meet the requirements of the 

Civil Contingencies Act 2004, including the 

material failure or inadequacy of plans 

Failure to respond appropriately to a civil 

emergency or business continuity incident, 

including the duty of care to the 

community. The current plans are generic 

in nature and cover the following risks: 

- Severe weather (fog, storm, snow or

heatwave)

- Loss of, damage to, or denial of access to, 

a council site (both critical and non-critical) 

- Loss of utilities (Gas, electricity, water or 

sewerage)

- Loss of critical ICT hardware, data or

network, including a hostile attack

- Pandemic

- Staff (industrial action, loss of key staff)

- Supply chain (failure of contractor

including performance)

- Fuel shortage 

- Civil emergency

Consequences 

Intervention by regulatory 

bodies, Legal - challenge, 

Reputational damage, 

Additional costs, 

Inadequate service 

shaping 

Community impact, 

Controls 

Corporate Strategy - Tenant 

Involvement Strategy 

(Housing) 

Policy and Procedure 

Framework 

Borough Panel 

Tenants' Panel 

Alliance Strategy 

Community Partnership Team 

engagement events 

New Corporate Community 

and Stakeholder Engagement 

Strategy 

Economic development, Resilience - Local Resilience 

Unsafe assets, Customer Forum 

dissatisfaction, 

Reputational damage, Resilience - WHBC 

Poor partnership working, Emergency Plan 

Intervention by regulatory 

bodies Resilience - Crisis Support 

Team 

Resilience - Training and 

Exercising 

Resilience - Resilient 

Telecommunications 

Resilience - Business 

Continuity Management 

Process 

Resilience - Extended 

Flood line 

Green - Very Low (1-9) 0 llov - Low (10-20) Amber- Medium (21-50) Red - High (over SO) 

Risk Manager Probability Level Latest Note Current Score 

Richard Baker 2 

Sue McDaid 3 

3 The corporate Community and Stakeholder 

Engagement Group, with representation from 

council services, meets monthly. It is responsible 

for coordinating and communicating all 

consultation and engagement activity. It is also 

responsible for the delivery of the corporate 

community engagement strategy. A review of 

membership of this group is underway. The 

Customer Services Member Project Board has had 

Consultations added to the remit of the group 

and will be considering the approach to the non 

statutory consultations over the coming months. 

3 A comprehensive review of the Emergency 

Planning function has identified some training 

needs. The recruitment process has taken place 

new Health, Safety and Resilience role has been 

completed and the new starter will be joining us 

soon, who will take the lead on the actions arising 

from the review. 
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Strategic Risks 
Green - Very Low (1-9) =>llm - Low (10-20) Amber - Medium (21-50) Red - High (over 50) 

Risk Title Risk Description Consequences Controls Risk Manager Probability Level Latest Note Current 

Score 
.... 

Strategic - ICT Failure Critical failure of ICT services, for example ICT - loss of service Ben Trueman 3 4 There is a continual battle against attacks, but we 

due to virus attack or ransomware virus ICT - malware detection have a large number of robust controls, systems 

attacks. These target computers running and processes in place, providing both 

Microsoft Windows. ICT - database updates preventative cover and mitigating action, in order 

for us to be as protected as reasonably possible. 

ICT - Disaster Recovery Plan The risk is significantly reduced because of this. 

ICT - Temporary PSTN The COVID19 pandemic increased the need for 

connection new ways of working, including increased remote 

working, and with this comes increased risks. 

ICT - infrastructure review These risks are being proactively reviewed and 

managed, with management regularly discussing 

ICT - ICT Strategy these updates with the team. Advice from the 

National Cyber Security Centre is acted on 

ICT - PSN Compliance Testing rapidly. 

This risk has been maintained as high due to the 

ongoing cyber security threats on public bodies 

associated with the war on Ukraine. As part of our 

response to the ongoing threat, in Q4 the Council 

undertook an exercise to raise awareness of the 

risk of Phishing attacks. Lessons learned from this 

exercise are being analysed with a view to futher 

risk reductions. 

Strategic - Income from Potential risk regarding income receipts for Increased cost of waste Sue McDaid 4 4 The income from recycled materials can fluctuate 
recyclables recyclables. Price can be volatile depending collection Budget control and is influenced by UK and global markets. The 

on the market conditions risk of volatility remains and we have seen a 

Hertfordshire waste strategic downturn in income for recylcables that has 

and operational partnerships moved income from a credit to debit siuation. 

This will continue to be monitored and reported 

to undertsand budgetary impacts. 

Strategic - Local Plan Risk that Local Plan will be found unsound. Economic development, Chris Carter 3 3 Following the decision of full Council in 27 

Inspector wants to examine all previously Financial - affects on Planning - Evidence December 2022, the Council has now completed 

rejected sites to identify most sustainable receipts, Economic - the main modifications consultation to the Local 

choices. inward investment, Planning - Committees Plan. The responses that were received have been 

Economic - local processed and passed to the Inspector for his 

infrastructure, Economic - Planning - Project Plan consideration. 

new facilities, 

Environment - hostile Planning - Consultation The Inspector will then prepare his report on the 

developments, Economic Local Plan. It will then be for full Council (summer 

- loss of funding, Planning - Section 106 and 2023) to determine whether or not to adopt the 

Reputational damage CIL plan. 

Appendix AAppendix A

https://app.powerbi.com/groups/me/reports/b8d2581b-2d06-4094-a311-a7046675e9e5/?pbi_source=PowerPoint


Appendix A

https://app.powerbi.com/groups/me/reports/b8d2581b-2d06-4094-a311-a7046675e9e5/?pbi_source=PowerPoint


Appendix A

https://app.powerbi.com/groups/me/reports/b8d2581b-2d06-4094-a311-a7046675e9e5/?pbi_source=PowerPoint


Strategic Risks 

Risk Title 
..... 

Strategic - Prevent 

Strategic - Safeguarding 

Risk Description 

Not properly implementing the 

government's 'Prevent' agenda to 

address the risks of radicalisation. 

Failure to meet obligations in respect of 

children and adults at risk from abuse. 

Green - Very Low (1-9) 

Consequences 

Reputational damage, 

Undetected Abuse, 

Prevent Delayed referral 

Controls 

Prevent - WRAP workshops 

to Channel, Prevent - lack Prevent - Nominated Lead Officer 

of staff awareness, Poor 

partnership working 

for Prevent 

Prevent matters discussed at 

Safeguarding meetings. 

Prevent - Channel 

Prevent - Venue Guidance 

Prevent - Lease and Hire 

Agreements 

Prevent - Security and Terrorism 

implications in report template 

Representation at County Prevent 

Board 

Risk Manager 

Errol Harris 

Undetected Abuse, Legal Janet Pilbeam 

- Litigation, Reputational Safeguarding Policies 

damage, Risk to residents 

wellbeing Safeguarding Action Plan 

Reporting pathways communicated 

and updated 

Mandatory safeguarding training 

programme 

ellov - Low (10-20) Amber - Medium (21-50) Red - High (over 50) 

Probability Level 

2 

2 

Latest Note 

3 The 'Prevent' duty in now aligned under the 

Community Safety Partnership. We are 

reviewing the 'Prevent' duty and 

responsibilities as part of our Community 

Safety Action plan to identify what further 

actions we can take to give further 

assurance to the Council and partners. 

3 It has been agreed, as part of a wider 

corporate exercise to streamline corporate 

groups, to merge the Safeguarding Group 

with the E&D Steering Group and Prevent 

work strands. A new Terms of Reference are 

being developed which will set out the 

governance structure and future 

membership of the group. 

Due to changes in senior management, the 

terms of reference and membership of the 

group needs to reconsidered again. 

The membership of the group has been 

reviewed and implemented. Safeguarding 

training has been delivered to front line 

staff and new recruits. 

Current Score 

32 
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Top Operational Risks 

Risk Title 

Planning - Housing 
land supply 

Property Services 
(Housing) - Quality 
Assurance II 

Risk Description 

Failure to maintain rolling five year housing 

land supply, which puts Council at risk of 

having to approve undesirable 

developments 

Complaints not managed effectively as per 

policy 

Consequences 

Reputational damage, 

Additional costs, 

Intervention, Environment 

- hostile developments, 

Financial - financial 

penalties, Speculative 

planning applications 

Reputational damage, 

Inadequate service 

shaping, Legal -

challenge, Additional 

costs, Unsafe assets 

Controls 

Planning - Qualifications and 

Training 

Planning - AMR 

Complaints Process and 

Procedures 

Weekly monitoring by 

Green - Very Low (1-9) ?llov - Low (10-20) Amber - Medium (21-50) Red - High (over 50) 

First RiskManager Probability Level Latest Note Current Score 

Matthew Wilson 5 

Elliott Manzie 4 

4 The lack of five-year housing land supply 

continues to pose a significant risk of speculative 

development. Whilst the Local Plan has 

progressed to Main Modifications stage, this does 

not prevent applications being submitted and 

utilising the NPPF five-year land supply policies 

until such time as the plan is adopted. 

4 Complaints handling remains a challenge. The 

new structure will address this and recruitment is 

underway. Interim resources are in place to 

manage this risk, with Morgan Sindall supporting 

by processing stage 1 repair complaints. 

... 
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